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Introduction 

Why patch 

When IC is produced with non-erasable ROM,  if errors 
are in the ROM code, it can only be fixed with patch. 
The patch code is put at the external storage, like flash, 
to replace the error prone code in the ROM 

 

Rom patch 

 Put the addresses of the functions at rewriteable 
storage. When a new address of a function is put at a 
specific location to replace the old address, it means 
the new function will be invoked. 
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Introduction 

Storage 

 Yellow block: Un-rewritable ROM 

main(), func1, func2, func3 

Green block: Rewriteable flash 

jump_table, FUNC_PATCH 

Codes 

main invokes func1, func2, func3 

Addresses of func1, func2, func3 are at jump_table 

Indirect invoke through jump_table, not direct invoke 

 Patch code are put at FUNC_PATCH block 

Example: Put patch code of func2 at FUNC_PATCH block 
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Example Main Project 

Main code：main.c 

Use __attribute__ to specify jump_table to a section 
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Example Main Project 

Sag file: specify the .FUNC_TABLE to address 
0x40001 
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Example Main Project 

Use nds_ldsag tool to generate ld script 

 In cygwin command line mode： 

$/cygdrive/c/Andestech/AndeSightxxxMCU/utils/nds_ld
sag.exe main_ae210p.sag -o main_ae210p.ld 



Confidential Driving InnovationsTM 

 

8 

Example Main Project 

Result of main program： 
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Main Program and Patch Code 

While finding func2 needs to be patched for some 
reason, the patched diagram is as below. 

 Red block: Needs to be re-compiled 

It is flash 

 The address of func2 in jump_table is replaced by new 
address. The addresses of func1 and func3 are the 
same. 
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Main Project 

Implementation 

 Export symbol table 

Including variables or functions that are needed to patch 

Add “-Wl,--mgen-symbol-ld-script=export.txt” in linker. 
“export.txt” is the exported file name 

Delete func2 in the export.txt 

Copy export.txt to patch project 
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Main Project 

Generate symbol table via AndeSight 
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Main Project 

Symbol table is the addresses all variables and 
functions in the main project. 

 

 

 

 

 

 

 

Delete the func2 in symbol table 

 Patch code will use new func2 function 
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Patch Code 

Patch code 
 Redefine func2 function and add to new jump_table 

func1/func3 use the old symbol in the jump_table 

 Use num2 in main project 

 No main function, nor start file are needed in compile time 
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Patch Code 

Sag file in patch 
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Patch Code 

Use nds_ldsag tool to generate ld script 

 In cygwin command line mode： 

$/cygdrive/c/Andestech/AndeSightxxxMCU/utils/nds_ld
sag.exe patch_ae210p.sag -o patch_ae210p.ld 
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Load and Debug 

Load main project and patch code 

 The following example uses RAM to simulate ROM and 
flash. Load main project and patch code to RAM. 

 Start ICEman: ICEman –p 1234 

 In cygwin: nds32le-elf-gdb 

 The following are gsb commands: 

 core00(gdb) target remote :1234 (connect to ICEman 
port 1234) 

 core00(gdb) file mainprog.adx (open main project) 

 core00(gdb) load   (load main project to RAM) 
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Load and Debug 

Load main project and patch code 

 core00(gdb) file ../../patch/Debug/patch.adx (open 
patch code using relative path. 

 core00(gdb) load (load patch code to RAM) 

 core00(gdb) file mainprog.adx (reopen main project to 
debug) 

 core00(gdb)  add-symbol-
file ../../patch/Debug/patch.adx  0x500000 -s 
FUNC_TABLE 0x500000 -s FUNC_PATCH 0x500020 

Add patch code symbol to main project 
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Load and Debug 

 gdb debug 

 core00(gdb) set $pc=0x0 

 core00(gdb) b main 

 Breakpoint 1 at 0xbd8: file ../src/main.c, line 21. 

 core00(gdb) c 

 Continuing. 

 Breakpoint 1, main () at ../src/main.c:21 

 21              printf("func1(30)=%d\n",jump_table.func_a(30));  

 core00(gdb) s 

 func1 (x=30) at ../src/main.c:29  <- main project 

 29              return x*num1; 

 core00(gdb) n 

 30      } 

 core00(gdb) n 

 main () at ../src/main.c:22 

 22              printf("func2(30)=%d\n",jump_table.func_b(30)); 
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Load and Debug 

 gdb debug 

 core00(gdb) s 

 func2 (x=30) at ../patchprog.c:24      <- patch code 

 24              return x*num2*100; 

 core00(gdb) n 

 25      } 

 core00(gdb) n 

 main () at ../src/main.c:23 

 23              printf("func3(30)=%d\n",jump_table.func_c(30)); 

 core00(gdb) s 

 func3 (x=30) at ../src/main.c:35       <- main project 

 35              return x*num3; 

 core00(gdb) n 

 36      } 

 core00(gdb) n 

 main () at ../src/main.c:25 

 25              return EXIT_SUCCESS; 

 core00(gdb) 
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Load and Debug 

Result after patch 
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Conclusion 

jump_table 

 It is indirectly invoked. The invoked functions in the 
main process should be replaced with an indirect call. A 
function table is needed. 

 Size effect：Increase codesize, lower performance 

A reasonable design is needed. Too many patch functions are 
avoided. 

Patch code and main project 

 To reduce code size, if a patch code needs some 
functions or variables that are already exist in the main 
project, avoid redefining them in the patch code and 
use “extern” key word to declare. 



Confidential Driving InnovationsTM 

 

22 

Andes e-service is a web-based support ticket system. 
It is a convenient way to get quick response of your 
question. 

How to apply for a new account? 

 Please send your information to es.admin@andestech.com 

Including your name, e-mail, company name and telephone number 

 

mailto:es.admin@andestech.com
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How to Use E-service? 

• E-service website: http://es.andestech.com/ilogin.php 

You can track your ticket 

in e-service system 

http://es.andestech.com/ilogin.php

