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Hardware Stack Protection
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How to Implement (1)

% Go to AndeSight™ window, import the desired project and build
it.

% Right-click > Debug Configurations. Now Right click on the
application program and launch a new debug session.

“ Under the Exception handling tab check Enable Handler. Set
IVB and size and then select the exception types that needs to
be caught during execution.

% Check for Hardware Stack Protection and further specify
whether to perform "Hardware Stack Overflow Detection”
and/or "Hardware Stack Underflow Detection” at the
bottom.

 For hardware stack overflow detection, enter the value of the
stack bound register so that it can be compared with the
updated value of the Stack Pointer (SP) register.
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How to Implement (2)

% For hardware stack underflow detection, enter the value of the
stack base register for being compared with the updated SP

value. Click “Debug”.
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% The stack status during runtime is displayed in the progress bar
at the lower right corner of AndeSight™.

< Whenever a specified exception occurs, a dialog pops out
notifying the user about its information.

-_Elle Edit Source Refactor Navigate Search Project Run Window Help

27 e S SITIISRIE W S S-S A IR 2 5 Sl ~EER Sa Quick Access £|§J@E
[ Project Explorer 32 = O |[4 Debug 83N L L B i T S = Bl & Expressions| 0 Memory ¥ SoC Registers| =507
5 & || « %@ test Debug [Application Program] z e =l = =t~
4 |25 test 4 i Process Type Value =
v %% Binaries - ® Thread #1 (Suspended : Signal : SIGINT:Interrupt int Oxffa93a3 B
¢ @i Includes = hanciQ at main.c:25 0x5000d0 int Oxfffa93d3
I &= Debug = hanciQ at main.c:32 0x500104 char Ox41 ~
4 = src = hanci( at main.c:32 0x500104 i ] »
+ [@ mainic = hanci) at main.c32 0x500104 .
@ mainc 5 El read0 at0xs0 | = O |[inf Registers 58 Expg(melis v O
20 syster(“pause”); || Name Valus =
3‘; return 93 | '+ && Al 'Registers ‘,__' ‘
53 2 » %% General Purpose Registers | & |
o /2N 3 1, T
#24-void hanoi(int n, char A, char B, char C) v aia Configuration System Registers
5 { = - &% Interruption System Registers
=26 if (n = 1) H > 5% MMU Systermn Registers 2
27 : , N — = =il
8 printf(%d: W44 wd  EIEAT wc A : ’ i
29 - 2
<« | e | 2 < »
GTarget = N OE 0uuine‘]” = B || Conso [[EZ Probl= [#h Modul [ Praper|[®e Break = <. = O 1/ Terminal [=_-' Disassembly ?‘?\-, e \
glemmmEe ¥ RPN BES Y| Enterlocationhere .~ || 21 B E[E) 3 =t ¥
TS > 7 in.c [ines 11 E AT TEIUTULO . 10 WXIOOUULL S QUU_EI1UUAal UlulrSTUo>
4 |5 Running Target [;,_*]'a ma!nc[:ne 1 itype; Hardwarel 085080ca: pop25 3$r6, #d | {$r6, 3$fp, $egp, $1lp}
v ¥ ADP-AGI101P-4GB-NO968A-S- ,n main.c [line: 14] [type: Hardware] haroa:
v 5P Targets | @ase80cc: dm $r6,[$s #6c2 ! {$r6~5rlE
¢ 3P Generic Targets |» 08508edo: P, 20
| @850 movsSs $rg8,%rl
= o2gHoeda - mov55 $r7,%r3 >
<l Ul I e < ¥ l ModeHardware Stack Overfiow, SP: Ox265D8A0, Bound: OXFFFE

o

B

TECHMNOLOGY

=4 B |

OX255DB AO/OKEE .

ovdatliuonmns’




